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Runtime verification (RV) found many bugs by monitoring passing tests against formal specifications (specs),
but it is slow. A recent work, VALG, used reinforcement learning (RL) to speed up RV by up to 551.5x or
27 hours. VALG aims to probabilistically monitor most unique traces—sequences of spec-related events like
method calls—and monitor fewer redundant ones. But, there is no in-depth study of VALG’s current limits and
how to address them. We study VALG on 93 Java open-source projects to answer five unaddressed questions.
(i) How much slower is VALG than optimal baselines? Up to 323.8x, or 3.2 hours vs. running tests without RV,
and up to 9.6x, or 25.3 minutes vs. a theoretically optimal baseline that monitors only unique traces. (ii) Where
is VALG’s time spent? 30.5% on monitoring and 18.4% on signaling events to monitors, on average. (iii) What
characterizes code where VALG monitors too many redundant traces or misses unique ones? In 100 cases, 67.8% of
redundant traces are due to limitations of VALG’s RL convergence heuristic, and 41.3% of missed unique traces
occur when a VALG assumption does not hold. (iv) How much can test non-determinism and RL stochasticity
cause monitored unique traces to vary? By 42.5 percentage points (pp) and 12.3pp on average, respectively, but
they vary by up to 98pp. (v) How do other off-the-shelf RL algorithms compare with VALG’s? Only two of 11 RL
algorithms that we survey are feasible for RV during continuous integration. Both are slower and miss more
unique traces than VALG, so custom RL algorithms for RV may be needed. So, despite VALG’s promising results,
it has plenty of room to improve. We highlight several exciting future directions on using RL to speed up RV.
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1 Introduction

Runtime verification (RV) monitors program executions against formal specifications (specs). RV
first instruments a program to signal spec-related events, e.g., method calls or field accesses at
runtime. Then, RV creates monitors—usually automata—to check traces, i.e., event sequences, against
specs and report violations. Specs provide extra test oracles, so RV of tests in many open-source
projects against specs of correct API usage helped find hundreds of bugs [52, 53, 61, 73, 74].
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A longstanding hindrance to widespread RV adoption, especially during continuous integration
(CI) [35, 36], is its runtime overhead. This overhead remained high, despite algorithms [18, 19, 22,
43, 67] and data structures [21, 58, 68] to reduce them. But, recent work [28] found that 99.87% of
monitored traces are redundant; they are duplicates of the other unique 0.13%.

VALG [47, 48] was proposed to leverage this finding; it uses reinforcement learning (RL) to speed
up RV during testing. VALG uses on-the-fly feedback about uniqueness of previously monitored
traces to selectively monitor future ones. To do so, VALG formulates selective monitor creation as a
two-armed bandit RL problem [79] that rewards creation of monitors that check unique traces and
penalizes creation of those that check redundant traces. The specs being used are about method
calls, so monitoring redundant traces has no bug-finding benefit during testing.

VaLG showed promising results. Compared to JavAMOP [44, 58] and TRACEMOP [30, 81]—two
state-of-the-art (SoTA) RV techniques—VALG is up to 20.2x and 551.5x faster respectively, and finds
99.6% of spec violations that these techniques find. For instance, VALG needs only about 12 minutes
to monitor three projects where TRACEMOP takes over three days [47]. VALG misses almost 25%
of unique traces with default RL hyperparameters. Monitoring more unique traces gives VALG a
higher chance to find all spec violations. Online hyperparameter tuning reduces VALG’s missed
unique traces to about 4.9%, but online tuning takes an average of 1.6 days per project. So, Kim et
al. [48] developed faster offline tuning, which takes an average of 4.9 minutes per project.

To build on these results, a study is needed to understand VALG’s current limitations, and find
opportunities and insights for improving it. Yet, prior work did not address five important points.
(1) Kim et al. [47, 48] do not compare VALG’s time vs. running tests without RV or theoretical RV

that monitors only unique traces, so the room to speed up VALG w.r.t. these baselines is unknown.
(2) There was no investigation of where VALG spends its time, towards knowing how to speed it up.
(3) There was no analysis of code locations where VALG misses unique traces or monitors redundant

ones, to find insights for improving VALG on these metrics where it does well but is not perfect.
(4) The impact of test non-determinism and RL stochasticity on VALG was not studied in depth.
(5) There was no empirical comparison of multiple RL algorithms with the one used in VALG.
Our work. We conduct an in-depth study of VALG to address these gaps, using 93 open-source Java
projects: 58 are from VALG’s prior evaluation [47, 48] (to ease comparison) and 35 are new. We take
five steps. (i) We compare VALG’s end-to-end time vs. running tests without RV. (ii) We approximate
a theoretically optimal baseline that monitors only unique traces. To do so, we create a prototype
that records time series [85] per location in one run to find unique traces monitored per time step.
Then, in a second run that we use as the baseline, our prototype creates monitors only at time steps
with unique traces. We compare our prototype’s time and monitored redundant traces with VALG’s.
(iii) We run a profiler on VALG to record how long it spends on instrumentation, monitoring, RL,
etc. (iv) We analyze 100 code locations where VALG misses unique traces or monitors redundant
ones. (v) We survey the literature for RL algorithms and compare two with VALG’s.
Results. We find plenty of room to improve the use of RL for speeding up RV, and insights for doing
0. VALG is up to 323.8x (or, 2.7 hours) and 380.7x (or, 3.2 hours) slower than running tests without
RV when applied to JaAvaMOP and TRACEMOP, respectively. Also, VALG is up to 4.8 minutes (for
JavAMOP) and 42.6 minutes (for TRACEMOP) slower than our optimal prototype. So, future work to
speed up VALG would be worthwhile. Three findings could be exploited. First, our optimal baseline
still monitors 34% of VALG’s 144,632,331 redundant traces because the underlying algorithm [18, 19]
was not optimized using the findings that inspired Varc. Future work should do that optimization to
speed up VALG. Second, future work should reduce the other 66% of redundant traces, e.g., via better
RL reward mechanisms. Third, our profiling shows that 21.3% (or, 1.3 hours) of VALG overhead is
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1 List_UnsafeListIterator(List 1, ListIterator i) { ||262 private TrieMap<V> addChild(String key, V value, ..) {

2 creation event create after(List 1) 263 TrieMap<V> node = new TrieMap<V>();
3 returning(ListIterator i) : 264 node.sym = key.substring(this.keylLength());
4 call(ListIterator List+.listIterator()) && 265 node.value = value;
5 target(l) {3} ) 266 if (this.ch.isEmpty()) {
6 event modify before(List 1) : ( 267 this.ch.add(node);
7 call(x Collection+.addx(..)) 28 } else {
8 call(x Collection+.clear(..)) ; . _ : . .
. 269 ListIterator<..> sibs = this.ch.listIterator();
9 call(x Collect}ontremoye*(..)) 270 while (sibs.hasNext()) {
1(1] ) &&czﬁéztgﬁl?}:tlontretaln*(. -2 271 TrieMap<V> sib = sibs.next();
12 event useiter before(ListIterator i) : ( 272 if §s1b,sym§).charAt(0) > node.sym.charAt(0)) {
13 call(* Iterator+.hasNext(..)) 273 S}bs.prevmus(?;
14 call(* ListIterator+.hasPrevious(..)) 274 sibs.add(node);
15 call(x Iterator+.next(..)) i;s } b;eak;.f (!sibs.hasNext()) {
16 call(x ListIterator+.previous(..)) 276 else 17 ('sibs.hasNex
17 call(* ListIterator+.nextIndex(..)) 277 sibs.add(node);
18 call(x ListIterator+.previousIndex(..)) 278 break;
19 ) && target(i) {3} 279 I3
20 ere : create useiter* modify+ useiter } 280 return node; }
(a) List_UnsafelListIterator spec (b) Code snippet from TrieMap. java

Fig. 1. Example spec and monitored code.

spent deciding whether to dispatch events to monitors. Future work on designing more efficient
data structures can greatly reduce this portion of VALG’s overhead.

88.6% of monitor-creation locations yield at most five unique traces and 86.7% of unique traces
come from only 0.1% of these locations. So, future work could selectively apply selective monitoring
to only locations with many unique traces.

Test non-determinism and the stochasticity of RL algorithms can cause unique traces monitored
to vary across runs by an average of 42.5 percentage points (pp) (max: 98pp) and 12.3pp (max:
87.4pp) when applied to JAvaMOP and TRACEMOP, respectively. VALG sometimes monitors more
unique traces in subsequent runs than during a first run, but it sometimes monitors fewer. Work is
needed to tame the negative impact of test non-determinism when RL is applied to RV.

We inspect the (i) top 50 locations with most monitored redundant traces, and (ii) top 50 locations
with most missed unique traces. All 45,070,520 redundant traces in (i) occur when VALG’s heuristic
convergence logic fails. 42 locations in (ii) are affected by VALG’s wrong assumption that unique
traces are consecutive: only 58.7% of 2,018,320 adjacent pairs of unique traces are consecutive.

Addressing these challenges requires more than using other off-the-shelf RL algorithms. Of 11
RL algorithms (§3.4) that we survey, only two—D-UCB [23] and DS-TS [69]—apply to RV in CI. We
implement both and compare them with the RL algorithm used in Varg. D-UCB and DS-TS are up
to 8.3x and 3x slower, and monitor up to 81 percentage points (pp) and 94.3pp fewer unique traces
than VALG, respectively. So, improving VALG from the RL side may require custom algorithms.
Contributions. This paper makes the following contributions:

* We conduct the first in-depth study of VALG, to understand the current limits of using RL to
speed up RV during testing, and how to improve it.

* We identify reasons why VALG is suboptimal in terms of speedups that it provides, redundant
traces that it monitors, and unique traces that it misses.

* We discuss exciting future research directions for improving the use of RL during RV of tests.

Our artifacts and data are publicly available at: https://github.com/SoftEngResearch/rl-rv-study.

2 Running Example and Background

We first explain runtime verification (RV) using example code and spec. Then, we present a running
example on how VALG speeds up RV that we use in §4 to illustrate findings per research question.

2.1 An Example Spec, how RV Monitors it, and Redundant Monitoring

Figure la shows spec List_UnsafeListIterator; it checks for stale views that can occur if a
ListIterator liis used after the List from which [i was obtained is modified. ListIterator should
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fail fast and throw a ConcurrentModificationException in such cases, but that fail-fast behavior is
not guaranteed [20]. The definition of List_UnsafelistIterator stipulates that an instrumented
program should signal (i) a monitor-creation event (create on lines 2-5) after [i is obtained via
listIterator(); (ii) a modify event (line 6) before a method on lines 7-10 is called to modify a
List; and (iii) a useiter event (line 12) before li is used via a method on lines 13-18. The formal
property is a regular expression on line 20; it is violated if a useiter event is signaled after one or
more modify events, in which case RV prints a violation message to aid debugging. Although our
example spec uses a regular expression, all RV tools in this paper support several other formalisms,
e.g., linear temporal logic (LTL), finite state machines (FSM), and context-free grammars (CFG).

Figure 1b shows code that we simplify from JaroWinklerSimilarity [41], where RV creates
List_UnsafeListIterator monitors. That code is part of an implementation that uses a TrieMap
to check string similarity. The addChild method adds a new node to a TrieMap, after traversing
sibling nodes to find the right location to add the new node. RV creates a new monitor when a
ListIterator object, sibs, is obtained on line 269. A useiter event is signaled every time hasNext ()
is called on sibs to check if a sibling node exists (line 270) or when a reference to another sibling
node is obtained (lines 271 and 273). Lastly, a modify event is signaled every time a node is added to a
sibling (lines 274 and 277). The addChild method is called from multiple locations and tests, causing
RV to create 3,558,968 monitors on line 269. The problem is that, 99.9% (3,555,000) of these monitors
are redundant; they check the same trace as the other 0.1% (3,968) unique ones. Redundant monitors
only incur runtime overhead; they do not help find bugs. Redundant monitors are common: a recent
study [28] found that over 99.8% of monitors in 1,544 projects are redundant.

2.2 Background on how VAL Works

Motivated by findings about redundant monitors, VALG was recently proposed [47, 48] to use
reinforcement learning (RL) for speeding up RV. VaLG attaches an RL agent to each monitor-
creation location, e.g., line 269 in Figure 1b. Then, at each time step t, i.e., when RV is about to
create a monitor, that agent takes one of two actions A = {create, ncreate}. For create, the agent
creates a new monitor and receives a binary reward R;: a positive reward 1 if the created monitor
checks a unique trace, or a zero reward if it checks a redundant one. For ncreate, no monitor is
created, and the agent receives a continuous reward based on the ratio of all previously created
monitors that checked redundant traces. This ratio estimates how likely a monitor would have
observed a redundant trace if it was created.

Action-value method. Based on its formulation of selective monitor creation, VALG decides which
action (A; € A) to take at each time step ¢ in two phases. First, when an RL agent receives reward
R;_1, it updates values—estimated rewards—for each action {Q,(create), Q;(ncreate)} using the
exponential recency-weighted average (ERWA) method [79]. Then, the agent chooses the action
with the greater value (exploitation) or it randomly selects an action based on the epsilon-greedy
strategy [79] (exploration). The learning rate « and exploration probability € are hyperparameters
that determine how much to weigh recent rewards and how frequently to explore, respectively.
VALG uses two other hyperparameters: a convergence threshold § to decide when to stop learning
and initial action values {Qy(create), Qp(ncreate)}. Since VALG performs selective monitor creation
in a non-stationary environment (§3.4) where convergence is theoretically infeasible [79], VALG
uses a heuristic to decide convergence at time step ¢:

|1 = |Q;(create) — Q;(ncreate)|| < 6,

This heuristic is motivated by how rewards are defined in Varg. As VALG observes more redundant
traces, the rewards for ncreate and create approach 1 and 0, respectively; conversely, they approach
0 and 1 for unique traces. [47] explains more on how VALG works.
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Hyperparameter tuning. With default hyperparameters, VALG monitored only 76.7% of unique
traces on average, so it could have missed spec violations. Hyperparameter tuning iteratively
samples and tries different hyperparameters to achieve a single-objective of monitoring more
unique traces. We do not use multiple objectives when tuning VALG because prior work [47]
showed that single-objective tuning yields more unique traces with marginal overhead increase.
Online tuning improved these unique-trace monitoring rates, but took 1.6 days per project, on
average [47]. Recently, faster offline tuning was implemented in VALG; it takes 4.9 minutes per project
on average [48]. Online and offline tuning use the Tree-structured Parzen Estimator (TPE) [2], and
VALG with tuned hyperparameters monitored 95.1% unique traces on average [47, 48].

Trajectories. VALG’s offline tuning uses the trajectory of RL agents from one RV run. Formally, a

trajectory for spec s at monitor-creation location [, 75; = [0, 01, ..., 0,], is a sequence of steps.
Each step o; corresponds to a monitor-creation decision made at time step t, defined as:
or = (t: Ay € A, Ry, Qs(create), Q;(ncreate)) (1)

where ¢ is a time step, A; € A = {create, ncreate} is the action taken, R; is the observed
reward, and Q, (create), Q;(ncreate) are the action values. A trajectory only contains partial trace
information for ncreate actions, so offline tuning first approximates a complete sequence of traces
using cumulative decayed weights. Formally, let {(#;, x;)} be the observed set of partial traces and
their uniqueness so far at a monitor-creation location, where x; = 1 if the trace checked by a
monitor created at #; is unique and x; = 0 if that trace is redundant. Given decay rate A > 0, the
cumulative decayed weight for a trace with value x € {0, 1} at time step ¢ is computed as:

we(t) = T M), )
(ti,xi=x), t;<t
Using cumulative decayed weights, offline tuning approximates values X; for each time step ¢
with a ncreate action, i.e., X; = arg maxyc 9,1} Wx(t). Then, offline tuning simulates multiple runs
of VALG on the approximated traces to find better hyperparameter values.

3 Methodology

Our study addresses five research questions:

e RQ1: How does VALG’s end-to-end time compare with running tests without RV, and how do its
time savings and traces monitored compare with a theoretically optimal baseline?

e RQ2: Where does VALG spend its time among its components?

e RQ3: What characterizes monitor-creation locations where VALG monitors many redundant
traces or misses unique ones?

e RQ4: How much impact can test non-determinism and the stochasticity of RL algorithms have
on VALG’s monitored unique traces?

e RQ5: How do other RL algorithms perform compared with the one previously used in VALG?

3.1 Setup

Baselines. As RV baselines that do not use RL, we use JAVAMOP and TRACEMOP [81]. TRACEMOP
stores monitored traces online while JAvAMOP does not store traces. We say “Vargy” and “VarLGgr”
to mean baselines obtained by applying VALG to JaAvAMOP and TRACEMOP, respectively. Unless
otherwise stated, we use the same default RL hyperparameters as in [47, 48]: (¢=0.9, €=0.1, §=
le—4, Qo= (5.0, 0.0)). To compare with other RL algorithms (§3.4), we first run a small experiment
on five projects where VALG with default hyperparameters misses 66.9% of unique traces on average
from prior work [47]. Then, we run other RL algorithms on those five projects using 5 to 7 different
hyperparameter sets, obtained by evenly partitioning the value range of each hyperparameter. Lastly,
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we use the hyperparameter set that works best on these five projects (in terms of time savings and
unique traces monitored) in the rest of our experiments: (y=0.1, c=2.0, §=1e—4, Qp= (5.0, 0.0))
(D-UCB) and (y = 0.5, = 1le—4, Qp = (5.0, 0.0)) (DS-TS). No tuning is performed for other RL
algorithms, since we compare them with VALG with default hyperparameters. For experiments
on tuning, we reuse the online-tuned hyperparameters from prior work [47] for 55 projects. The
hyperparameters are not provided for three projects [47], and the remaining projects are new ones
in the evaluation of this paper; online tuning for them is infeasible for us due to compute and
monetary costs [47]. We also run offline tuning with 100 trials for the same set of 55 projects.

Table 1. Statistics about 93 projects in our evaluation:
no. of tests (#tests), test time in seconds w/o RV
(t), lines of code (LoC), statement coverage % (cov®),
branch coverage % (covb), no. of commits (#SHAs),

Evaluation subjects and specs. We use 93
projects that we select from 99: 64 from prior
VALG evaluation [47, 48] and 35 from other work
on RV [28, 52]. We start with these 99 projects

years since first commit (age), and no. of stars (#%).  pecause monitoring incurs greater overhead than

#tests  t LoC cov® cov” #SHAs age #%  all other components in them. We exclude 6 of 99
Mean 124 399 10,674 616 553 358 107 330  projects: one is no longer publicly available [38],
Med 41 107 4004 677 569 116 108 51 . . :
Min 1 02 190 08 47 3 31 6 and time-series collection (§3.3) and VALGT runs
Max 1423 15655 92,687 954 922 4643 220 5058 out of memory or times out after three days for
Sum 11,564 3,715.2 992,714 n/a n/a 33,385 n/a 30,752

five projects. (TRACEMOP fails on these projects
for the same reasons.) In all experiments, we use the 160 specs [51, 58, 70] of correct JDK API usage
protocols used in prior work on RV of tests [27-29, 42, 47, 48, 61]. Table 1 shows summary statistics
about the 93 projects: the caption explains the columns and “n/a” are meaningless sums.

Running Experiments. We use a machine with an AMD EPYC Genoa processor, 192 physical
(384 CPU) cores, and 1.55 TB of RAM. Our experiments are parallelized via Slurm; we allocate
32 CPU cores and 125 GB of RAM for JaAvAMOP and VALGjJ, and 32 CPU cores and 503 GB of
RAM for TRACEMOP, VALGT, and time-series collection. All experiments are run in Apptainer with
Ubuntu 20.04.6 LTS and Java 8. We write scripts to run experiments and analyze results. For test
non-determinism evaluation in RQ4, we fix test-execution order by setting the same seed in Maven.

3.2 Study Design

In RQ1, compare VALG's end-to-end times with those of running tests without RV on all 93
projects. We also compare VALG’s time and unique traces monitored (using default, online-tuned,
and offline-tuned hyperparameters) with those of our baseline that aims to monitor only unique
traces. Trace comparison is done only on 55 projects where online-tuned hyperparameters are
provided from prior work [47]. In RQ2, we profile the execution of JaAvAMOP, TRACEMOP, and
their VaLG variants (VaLGy and VALGT) for all 93 projects. In RQ3, we first collect time series for all
monitor-creation locations in all 93 projects and quantitatively analyze them to identify connections
between monitor-creation locations and unique traces. Then, we manually analyze 100 locations
to identify reasons why VALG monitors many redundant traces or misses unique ones. In RQ4,
to evaluate the potential impact of test non-determinism, we collect time series from three RV
runs in all 93 projects and quantify inconsistencies across runs. Then, to evaluate the impact of RL
stochasticity, we simulate VALG with default hyperparameters three times on a fixed time series and
quantify variance in unique traces monitored across simulations. Our design decouples the effect
of test non-determinism when evaluating the impact of RL stochasticity, and vice versa. In RQ5,
we implement two off-the-shelf RL algorithms in VALG and compare their end-to-end execution
times and unique traces monitored with those of the RL algorithm implemented in VArG.

These RQs are designed to understand VALG and the use of RL for RV. RQ1 and RQ2 aim to
identify the degree and root causes of runtime overhead. RQ3 and RQ4 aim to find insights for
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improving VALG in terms of monitoring more unique traces. RQ5 addresses how other off-the-shelf
RL algorithms may work for RV in CL

3.3 Prototype for Approximating a Theoretically Optimal RV

It is valid to ask how far VALG is from a theoretically optimal baseline that only monitors unique
traces (the second part of RQ1). To approximate this baseline, we first extend TRACEMOP to collect
time series for all monitor-creation locations. A time series for monitor-creation location (s, [)
where s is spec and [ is program location, denoted as Ss; = [0, 71, ..., Tn], is a sequence of binary
data points 7;, each of which corresponds to whether the trace checked by a monitor created at
time step ¢ is unique or redundant. 7; is defined as:

®)

. |1, ifaunique trace is checked by a monitor created at time step ¢,
S
! 0, if a redundant trace is checked by a monitor created at time step ¢.

For efficiency, our extension (i) re-uses the TRACEMOP’s data structure for trace storage [81];
(ii) encodes a unique and redundant trace as 1 and 0, respectively; (iii) compresses consecutive
data points that are the same, e.g., 0x100 for 100 redundant traces checked consecutively; and
(iv) supports collecting time series without collecting traces. These optimizations make TRACEMOP
with time-series collection (but without trace collection) 1.63x faster on average than TRACEMOP.
Our extension saves time series per JVM, so it works even if each test spawns a new JVM.

Our prototype to approximate this baseline uses time-series collection and works in two steps.
A first run collects time series. Then, in a second run, at every monitor-creation location, RV
creates monitors only for time steps where 7; is 1. For example, in Figure 1b, the time series S; is
[1,0x6,1,0x15,1x5,...], where s = List_UnsafelListIterator and [ = TrieMap.java : L276. So,
our prototype creates monitors only for the time steps t € [0, 7, 23, 24, 25, 26, 27, .. .]. Assuming
that the monitored program is deterministic, the second run in our prototype should only monitor
unique traces and monitor no redundant ones.

3.4 Selecting other RL algorithms

We review the literature to identify widely-used RL algorithms that could work for RV in CI. We
identify 11 [1, 16, 24, 25, 31, 45, 49, 62, 79, 80, 83, 84] besides ERWA and the epsilon-greedy based
algorithm [49, 79] currently used in VALG. Then, we select two of them based on three criteria:

e Non-stationary reward distributions. In VALG’s formulation of selective monitor creation [47],
reward distributions for the two actions can change at each time step ¢. For the create action,
the success probability of the Bernoulli distribution [65, 72] alternates between 0 and 1. For the
ncreate action, the degenerate distribution [65] changes at every time step t when a monitor is
created that checks a unique trace (§2.2 gives details). RL algorithms should be able to adjust to
these non-stationary changes by prioritizing recent rewards [9, 46, 57].

e Non-deterministic trace occurrence. Occurrences of unique and redundant traces are non-
deterministic: a unique or redundant trace can be checked by a monitor created at time ¢ regardless
of the uniqueness or redundancy of traces checked at previous time steps. So, an algorithm
should enable exploration. But, Kim et al. [47] observed empirically that unique traces tend to
follow a unique trace in the time series, and the same observation held for redundant traces. As
a result, recent traces should have more influence on monitor-creation decisions.

e Runtime overhead. Using an RL algorithm to decide whether to create monitors incurs runtime
overhead. To be useful for speeding up RV, an RL algorithm’s runtime overhead must be less
than time saved by selective monitor creation [47].

Among the 11 RL algorithms that we review, Q-learning [79, 80, 84], SARSA [79, 80], Markov

Chain Monte Carlo (MCMC) [24, 25], and Bootstrapping [24, 25] all work for stationary reward
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distributions. So, they cannot work for the non-stationary RV environment. Sample Average [79, 80]
and Softmax [79, 80] either fail to capture the tendency of unique traces to follow unique traces
or to enable exploration at different time steps. So, they cannot take advantage of the empirical
observation underlying Varc. Using Sample Average could help monitor more unique traces when
unique traces follow redundant ones. But, our preliminary experiments on 25 projects shows that
Sample Average is much slower than VALG, so we omit it from our study. (Detailed results are in
our artifacts.) Deep Q-Network [31, 62, 83], Proximal Policy Optimization (PPO) [79, 83], and Soft
Actor—Critic (SAC) [31, 83] incur high computational overhead because they perform expensive
updates of model parameters at each time step. For all these reasons, we do not implement any of
these algorithms in VarG.

The two algorithms that we find could work for RV are Upper Confidence Bound (UCB) [16, 49, 80]
and Thompson Sampling (TS) [1, 16, 49]. But, both algorithms assume stationary reward distri-
butions. So, we use their discounted variants for non-stationary reward distributions: Discounted
Upper Confidence Bound (D-UCB) [23] and Discounted Thompson Sampling (DS-TS) [69].

3.4.1 Discounted Upper Confidence Bound (D-UCB). Upper Confidence Bound (UCB) enables
exploration by rewarding under-explored actions. We select UCB as it is computationally efficient,
and UCB’s exploration may capture non-deterministic occurrences of unique traces. The standard
UCB algorithm [6] for stationary environments, where the reward distributions do not change over
time, uses 2 (for ¢ in cInt) as its exploration constant and is defined as:

R / 2Int . iy rsifas =l S
UCBla(l’) = ,ua(t) + m, Ha(t) = IN.Ta Na(t) = Z 1[as = a]> (4)

s=1

where r; is the reward at time step s and ¢ is the current time step. UCB keeps an index UCB1,(¢) for
each action a, computed as the sum of an estimated reward fi,(#) and a confidence term (the second
right-hand side term in UCB1,(t)). The estimated reward is the average of rewards from past time
steps, and the confidence term is greater for less frequently explored actions. The intuition is to
prioritize the action with a greater estimated reward, while providing a bonus to under-explored
actions to encourage exploration. But, our selective monitor creation problem is non-stationary
where reward distributions can change at every time step, so we use D-UCB, defined as:

. Int . Zi: Yt_srsl[as =a] - t—s
D-UCB,(1) = a(t) + ¢4 ,NY—(t) fa(t) = 2571 e N =) Y e =al, (9)

s=1

where the exploration constant ¢ > 0 controls the confidence term and the discount factor y € (0,1)
determines how much to weigh recent rewards; the reward r; and the pull count N} (¢) decay for
older time steps. For efficiency, we use an incremental method to update estimated rewards, and
learning converges when |/, (t) — flq, ()| < J, i.e., when the estimated reward for an action reaches
1 and the reward of the other action reaches 0:

Y
QL(0) = Qe =)+l =al. NI =yNL( =D +1lar=al, ful) = 523

a

(6)

3.4.2 Discounted Thompson Sampling (DS-TS). Thompson Sampling keeps a posterior distribution
over expected rewards for each action and updates that distribution each time a reward is received.
We select DS-TS because it performs uncertainty-aware exploration, where the RL agent explores
less frequently as observations accumulate. Such exploration may work for RV, where most traces
are redundant and reducing exploration for locations with many redundant traces can further speed
up RV. We use the Beta distribution [40] because rewards in VALG are in [0, 1] and naturally fit
Beta(ag, fa); aq and f, are two hyperparameters of action a’s Beta distribution. At each time step,
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Fig. 2. Overhead of RV (bars) relative to running tests only (dashed line). The y-axis uses a log, scale.

Thompson Sampling samples 0, ~ Beta(a,, f5) for all actions and selects a; = arg max, ,. Then,

when a reward r; is received, Thompson Sampling updates the posterior of the chosen action using
gt Pa— Pat (A=r), ) = — 7)

t ar t t ag + ﬁa

Similar to UCB, Thompson Sampling assumes stationary environments. So, we use a discounted

variant, DS-TS, where « and f decay based on a discount factor y € (0, 1):

ay=1-yae,  Pr=0-y)fa Va 8)

Then, DS-TS follows the same procedure as Thompson Sampling: sampling 6, ~ Beta(a), ),
selecting a, = arg max, 6,, and updating the posterior of the chosen action when a reward r; is
received (Equation. 9). Similar to D-UCB, learning converges when |fig, (£) — fig, ()| < 6.

Qg

Aq

4 Results

LAy, 1, Pa, — o, +(1=11),  fia(2) is the same as in Equation 7 9)

4.1 RQ1: How optimal is VALG in terms of time overhead and unique traces monitored?

End-to-end time. Figure 2 shows the relative overhead of VALG vs. running tests without RV,
computed as VALG’s end-to-end time divided by time to run tests without RV. The dashed line at 1
on the y-axis represents time to run tests without RV, and bars represent relative overheads of VaLgy
(orange) and VALGT (blue). Given the wide variance in relative overheads, for ease of presentation,
the y-axis uses a log, scale. We can see that, despite the speedups that VALG provides, it is often still
much slower than running tests without RV. On average, VALGJ and VALGT are respectively 13.9x and
22.2x slower than running tests without RV. In the worst case, VALGJ and VALGT have overheads of
323.8x and 380.7x, taking 2.7 and 3.2 more hours than running tests without RV, respectively. In
the project where VALG takes 3.2 hours, running tests without RV takes only 30.1 seconds.

Compared with our theoretically optimal baseline (not shown), VaLGJ and VALGT are on average
(max) 1.2x (6.6x) and 1.2x (9.6x) slower, respectively. In absolute terms, VALGJ and VALGT are up to
4.8 and 42.6 minutes slower than our baseline, respectively. In this worst case, VALGT takes 53.4
minutes for a project where our prototype takes 10.9 minutes. Overall, VALG has considerable room
for improvement vs. running tests without RV and our theoretically optimal baseline.
Monitored unique traces. VALG finds 99.6% of all spec violations in prior work [47] and 99.5%
(801/805) in our evaluation. So, we subsequently focus only on unique traces monitored, which is a
stronger criterion for evaluating RV’s bug detection capability than spec violations: monitoring all
unique traces guarantees finding all spec violations, but not vice versa. Gray bars in Figure 3 show
ratio of unique traces monitored by VALGT to those monitored by TRACEMOP per project with default
hyperparameters. The average ratio of unique traces monitored with default hyperparameters is
74%, which is similar to what Kim et al. find [47]. But, the leftmost bars in Figure 3 show that VarLg
misses most unique traces in 17 projects (where the ratio is less than the average).

The orange and green lines in Figure 3 show the ratios after online and offline hyperparameter
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- « - Varer (online) —s=— VaraT (offline) tuning, respectively. No prior work per-
formed this comparison. Online tuning im-
proves the unique trace ratio to 86.7%, while
offline tuning improves it to 81.4%. Consid-
ering the sum of unique traces monitored
by TRACEMOP in all these 55 projects, VALG
monitors 35.8% (default), 89.1% (online), and
86.2% (offline). The small difference in ratios
Projects of monitored unique traces between online
Fig. 3. Ratio of unique traces monitored per project.  and offline tuning is due to inherent impreci-
sion in offline tuning (see §2.2). Online tuning
helps monitor a marginally higher ratio of unique traces, but Figure 3 also shows that offline tuning
produces equal or better ratio than online tuning in 22 projects. Also, the lower aggregate ratio
from offline tuning is mostly due to 5 projects (with difference greater than 25pp) where it performs
much worse than online tuning. More worrisome, VALG checks fewer unique traces after tuning than
without tuning in 16 of the 55 projects due to RL stochasticity (see §4.4) or inherent imprecision of
offline tuning (see §2.2). For example, in a project where VALG monitors all 21,495 unique traces
with default hyperparameters, VALG monitors only 30.5% after offline tuning. Overall, offline tuning
yields a slightly lower monitored unique trace ratio than online tuning. But, offline tuning is much
faster than online tuning (470.2x on average per project). So, offline tuning is a valuable alternative
to use in practice.
Redundant trace elimination. VALG monitors 93.5% fewer redundant traces [47], and our theoret-
ically optimal baseline is designed to only monitor unique traces. But, that baseline still monitors
34% of VALG’s redundant traces. One reason is that, for specs where the first event does not bind
all its parameters, the monitoring algorithm used by all RV techniques in this paper [18] creates
partially-bound monitors from which future monitors can be cloned. For such specs, VALG always
creates partially-bound monitors. That is, VALG does not perform selective decision making for
such monitors to allow future monitors to be cloned from them. Future work could explore se-
lectively creating these partially-bound monitors to further speed up VaLG. Another reason for
the theoretically optimal baseline’s monitoring redundant traces is test non-determinism between
different RV runs (see §4.4). Improving our baseline’s precision can be addressed as part of future
work on reducing the impact of test nondeterminism when using RL to speed up RV.
Running example. For the JaroWinklerSimilarity project in §2, VALG is still 7x (VALG)) and
16.2x (VALGT) slower than running tests without RV. In absolute terms, running tests without
RV takes 28.1 seconds, but VaLGy and VALGT take 196.5 and 455.1 seconds, respectively. Using
default hyperparameters, VALGT monitors only 64% of unique traces. After online tuning, VALGT
monitors 98.4% of unique traces, but that tuning is very costly. Surprisingly, VALG with online-tuned
hyperparameters monitors 7.6x more redundant traces than Varc with default hyperparameters,
showing that online tuning benefits may come at the cost of monitoring more redundant traces.
With offline tuning, VALG monitors only 67.6% of unique traces and 7.2x more redundant traces
than Varc. These observations motivate deeper investigations that we discuss in §4.2 and §4.3.

100 #

Monitored unique traces (%)

4.2 RQ2: Where does VALG spend its time?

Procedure. We attach a profiler [5] to RV runs and use a script to post-process how much time is
spent on (i) Aspect]: instrumentation time; (ii) Monitoring: monitoring time; (iii) Signaling: time for
deciding whether to dispatch signaled events to monitors; (iv) Project: time spent in project code
and tests; (v) RL: time for RL agents’ learning; and (vi) others.
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Fig. 4. Profiling results of JAvaAMOP and VaLg) (left) and TRACEMOP and VALGT (right).
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Fig. 5. Difference in monitoring overhead of VALG (solid bars) and the optimal baseline (dashed bars).

VALG vs. JaAvAMOP and TRACEMOP. Figure 4 shows cumulative profiling results across all
projects for JAvAMOP, VarGJ, TRACEMOP, and VALGT, in order from left to right. The results are
obtained as ((x/y) * 100) where x is the total time spent in each component across all projects and
y is the total execution time across all projects. We show the absolute times for monitoring to make
it easier to compute times for other portions.

In Figure 4, we see why VALG speeds up RV: it spends 5.4x and 3.1x less time on monitoring than
JavaMOP and TRACEMOP, respectively. But, we also observe two interesting findings: (i) monitoring
is still a significant portion of VALGy and VALGT overhead at 43.3% and 39.8%, respectively; and
(if) VALGy and VALGT respectively spend 21.3% and 15.3% of their overhead on making decisions
about event signaling, i.e., dispatching events to monitors, in VALGJ and VALGT, respectively. On
average among projects, VALG spends 30.5% and 29% of its time on monitoring, and 18.4% and
17.2% of its time on event signaling for VALGJ and VALGT, respectively. These portions of signaling
overheads are 4.3x and 3.9x more than those in JAvAMOP and TRACEMOP, respectively. The reason
is that JAvaAMOP and TRACEMOP always signal events to monitors, so no checks are needed. But,
VALG selectively signals events only when the monitors (to which the events would be dispatched)
are created, and that selectivity incurs overhead. In the worst cases, VALG’s monitoring and event
signaling incur 95.4% and 97.8% of overheads, or 8.9 and 17.8 minutes, respectively. Overall, VALG’s
monitoring and event signaling overheads should be reduced to bring its speed closer to running
tests without RV.

VALG vs. theoretically optimal baseline. In Figure 5, the solid and dashed bars represent the
monitoring overhead (not end-to-end time) of VaLG and our theoretically optimal baseline, respec-
tively, for all 93 projects. Each bar’s value is computed as ((x/y) * 100), where x is the project’s
monitoring time and y is the end-to-end RV time for the project. Stacked solid bars show the
additional monitoring overhead incurred by VALG compared with the optimal baseline (no stacked
bars are shown if there is none). VALGJ and VALGT spend 2.2x (69x) and 3.3x (142.4x) more time
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on average (max) on monitoring than our baseline, respectively. In absolute terms, VALG spends
up to 59.7 (VALGJ) and 23.9 (VALGT) more minutes on monitoring than our prototype. Notably, our
baseline has observable monitoring overhead, caused by redundant traces it still monitors. (Test
non-determinism may also cause this baseline to miss unique traces and check redundant ones; see
§3.3). These comparisons imply that VALG has room for improvement by monitoring less redundant
traces. More importantly, the optimal baseline’s monitoring overhead is still high in many projects,
e.g., more than 40% in 18 projects. So, an approximately correct RV approach, such as selective
creation of partially-bound monitors, could be considered.

Running example. For the JaroWinklerSimilarity project in §2, VALG spends 1.4x and 2.5x less
time on monitoring than JAvAMOP and TRACEMOP, respectively. In absolute terms, VALGJ takes
123 seconds where JAvAMOP takes 178, and VALGT takes 452 seconds where TRACEMOP takes
1,148. But, monitoring overhead still dominates by 51% for VaLgy and 62.1% for VALGT. Our baseline
further reduces this overhead by 1.5x and 18.9x compared to VALGJ and VALGT, respectively. In
absolute terms, the baseline takes 79 seconds for VaLGj and 44 seconds for VALGT. Finally, VaLG
spends 27.5% of its overhead on event signaling in VALGJ and 16.5% in VALGT.

4.3 RQ3: What characterizes code locations where VALG is ineffective?

VALG is ineffective at locations where it misses unique traces or monitors many redundant ones.
Characterizing monitor-creation locations. To identify locations to manually analyze, we first
quantitatively characterize relationships among monitor-creation locations and the number of
unique traces checked by monitors created at those locations. To do so, we collect time series for all
43,600 monitor-creation locations in all 93 projects and write a script to find all time steps where a
created monitor checked a unique trace. The distribution of unique traces over monitor-creation
locations is skewed: (i) only one unique trace is monitored at 62.3% (27,184) of all monitor-creation
locations; (ii) five or fewer unique traces are monitored in 88.6% (38,641) of locations; and (iii) 0.1%
(39) of monitor-creation locations check 86.7% (2,474,545) of all 2,854,776 unique traces in our study.
So, it seems that monitoring a small subset of locations could be sufficient for checking most unique
traces—a direction that future research could investigate.

Selecting locations to analyze. We select 100 monitor-creation locations for manual analysis as
follows. First, we collect time series and RL trajectories for all monitor-creation locations in all 93
projects. Let 75 = [0y, . . ., 0] be the trajectory and S;; = [10, . . ., 7] be the time series for spec s
at program location /, i.e., (s,]). We define two metrics that characterize VALG’s effectiveness for
(s,]) in n time steps. RT, the number of redundant traces monitored for (s, ) and MT, the number
of missed unique traces for (s, [) are respectively defined as:

n n
RT(s, 1) = ZI[[Gt.At =create A 7; = 0], MT(s,1) = Z]I[O}.At =ncreate A 1; = 1] (10)

t=0 t=0

Intuitively, RT(s,[) counts the number of time steps where the RL agent for (s, [) creates monitors
that check redundant traces, and MT(s, ) counts the number of time steps where the agent does
not create a monitor that would have checked a unique trace. Next, we select (i) the top 50 locations
with the highest RT (s, I), and (ii) the top 50 locations with the highest MT(s, [). These 100 locations
are from 22 projects, and contribute 67.8% (45,070,520) of all 66,445,016 redundant traces monitored
by VaLg, and 33% (664,513) of all 2,016,164 unique traces monitored by TRACEMOP.
Main reasons for VALG’s ineffectiveness. We find two main root causes of VALG’s ineffectiveness.
(1) Heuristic convergence logic. VALG uses a heuristic to determine convergence, which is theoreti-
cally infeasible in non-stationary environments like RV [79] (§2.2). Interestingly, all 45,070,520
redundant traces in the 50 locations we analyze are due to failures of this convergence heuristic.
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Fig. 7. RL agent’s trajectory for example locations with many unique traces missed.

Specifically, VALG’s action selection converges too early to create (35 locations), converges too
late to ncreate (13 locations) or does not converge at all (2 locations) with VaLG’s heuristic.
Figure 6 shows learning curves—visualizations of how estimated action rewards and their absolute
differences change over time steps—for three example locations, one per category. Q. is 1 when
VALG creates a monitor that checks a unique trace, and 0 otherwise. Red lines show the absolute
gap—the absolute difference—between the actions’ estimated rewards. Learning converges (marked
with x in Figure 6) when |Q. — Q.| becomes smaller than threshold §. Each monitor-creation
location often has a large number of time steps, so we only show up to 100 time steps with an
interval of total number of steps divided by 100, and up to 100 time steps where Q. = 1.

The leftmost pattern in Figure 6 occurs when unique traces are consecutively observed during
initial time steps but redundant traces come later. In such cases, VALG’s RL agent prematurely
converges to create and creates monitors at all subsequent time steps, causing many redundant
traces to be monitored. The middle pattern is the opposite: VALG’s RL agent takes too long to
converge to ncreate. So, many redundant traces are again monitored. Because of how VALG’s
reward for ncreate is designed (§2.2), a very long sequence of redundant trace observations is
needed for VALG to converge to ncreate. The rightmost pattern occurs when VALG fails to converge
due to intermittent occurrences of unique traces.

(2) Wrong assumption about consecutive unique traces. In 42 of 50 monitor-creation locations that
we manually analyze, VALG misses unique traces because it wrongly assumes that unique traces occur
in consecutive time steps. That is, VALG can miss unique traces that are separated by redundant ones.
Figure 7 shows parts (100 time steps) of VALG’s RL agent’s trajectory for two locations. Red and
blue circles respectively show time steps with value of 0 (a redundant trace was monitored) and 1
(a unique trace was monitored) in the time series. The line plots show the RL agents’ trajectories,
where 0 and 1 respectively represent ncreate and create actions. In the trajectory on the left,
most unique traces appear consecutively, and VALG monitors 74 of 100 unique traces. But, VALG
misses all but one of 100 unique traces in the trajectory on the right where adjacent unique traces
are separated by redundant ones. In fact, VALG monitors only 14,255 out of 270,344 unique traces
at this location. We next quantify how many unique traces can be potentially missed due to the
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interleaving of unique and redundant traces. Figure 8 shows the proportion of “D1 pairs”, which
we use to refer to adjacent and consecutive pairs of unique traces, among all adjacent unique trace
pairs. For example, let the observed trace sequence be wy, Wy, Wy, wy,, Where wy,, wy,, and w,,
are unique traces and w,, is a redundant trace. (wy,, ®,,) is a D1 pair: the two unique traces are
adjacent and there is no redundant trace between them. By contrast, (wy,, wy,) is an adjacent but
not a D1 pair because w,, prevents these two unique traces from being consecutive. Each point in
the graph shows a project’s ratio of unique traces monitored on the x-axis and the ratio of D1
pairs in y-axis. As Figure 8 shows, there is only a weak positive correlation between percentage
of D1 pairs and unique traces monitored (Pearson’s R: 0.1669). The correlation partly shows why
VaLc works, but future work must revisit this consecutiveness assumption.
Running example. For the monitor-creation lo-

cation at line 269 in Figure 1b, VALG monitors 100

177,721 (of 3,555,000) redundant traces. Our man- 80 |

ual analysis confirms that all 177,721 are caused =

by convergence failures: unique traces intermit- g o

tently occur next to redundant ones at that lo- S0 40|

cation, making VALG fail to converge to either = w0 |

action. Also, only 18.6% of unique traces at that

location are adjacent with no interleaving of re- 0 ‘ 4

dundant traces. So, VALG monitors only 238 of Monitored unique traces (%)

3,968 unique traces at that location. Fig. 8. Scatter plot: D1 pairs vs. unique trace ratio.

4.4 RQ4: How can test non-determinism and RL stochasticity impact VALG’s results?

Evaluating the impact of test non-determinism. We evaluate the potential impact of test non-

determinism by collecting time series from three runs of VaLG and checking for inconsistencies.

(l) [z, .. 70
=[z,",.. Jl

For each (s, 1), i.e., spec s at monitor-creation location [, let S_ denote the time

series collected from the i-th run of VALG, where i € {1, 2, 3}. Let Noi = max{nl, ny, 3}, which is
the maximum number of time steps observed across three runs; obtaining this number is needed
because test non-determinism can cause the number of time steps to vary between runs. We first
retain “active” time steps where at least one unique trace was checked by a monitor created at [
(‘7;’1() and define an inconsistency indicator Inc,;(t) for each t € ‘7;’;

T = {t € [0, Ny,] )3;‘ e{1.3}, " = 1}, Incg(t) = 1|30, je (1.3}, i#j: ) | (11)

Intuitively, inconsistency here means that RV monitors a unique trace at time step ¢ in some runs,
but monitors a redundant trace at ¢ in other runs, so the three data points for time step t (z, (’),
i € {1..3}), obtained for each time series, are inconsistent. Let .L, denote all (s,[) in project p.
We define the impact of test non-determinism on p (ND(p)) as the ratio of the total number of
inconsistent time steps across all locations to the total number of active time steps. Intuitively, a
higher value of ND(p) indicates that VALG has more inconsistencies and can therefore be more
impacted by test non-determinism across monitor-creation locations in p:
Lshye L, Deer Incs (1)
ND(p) = — . (12)
Zsnes, 171

The heatmap in Figure 9 shows the impact of test non-determinism per project on the x-axis.
The y-axis has 100 buckets per project. Each time step ¢ € T* such that (s,I) € L, in project p is
mapped to one bucket, increasing the bucket’s opacity if Incs 1(t) = 1. Each project has multiple
monitor-creation locations and each location can have a large number of time steps in 7;’;‘ So, we
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Fig. 9. Heatmap for test non-determinism. Fig. 10. RL stochasticity’s impact per project.

apply modular arithmetic; if a time step reaches a bucket index equal to 100, it is mapped to the
first (0-indexed) bucket. Intuitively, a project can be more impacted by test non-determinism if the
corresponding column for the project in Figure 9 has more buckets with higher opacity. 28 of 93
projects have very bright plots, showing that the impact of test non-determinism on monitoring
them is likely low. But, among the other 65 projects, we find that the impact of test non-determinism
can be high, at 42.5pp on average and a max of 98pp. Non-determinism affects VALG’s monitored
unique trace ratios in different runs. For example, in one project, VALG monitors 2.1% of unique
traces in one run and 100% of unique traces in another, using the same action selections in VALG’s
RL agents. Overall, we find the impact of test non-determinism is considerable, and custom RL
algorithms for RV could be designed to reduce them in the future.
Evaluating the impact of RL algorithm stochasticity. Even without test non-determinism,
stochastic exploration by RL algorithms can cause VALG to monitor different sets of unique traces in
different runs of a program. We evaluate the impact of stochasticity like so. Let £, be the set of all
(s,1) in project p. For each (s, 1) € L,,let Sg; = [0, ..., Tn,, | be the time series from one TRACEMOP
run. We simulate VALG three times on S;; to obtain trajectories: 7;(11') = créi), e ,(,i)l], ie€{1,23}
A simulation run mimics an RL agent, but rewards are determined based on the time series. For
each i-th trajectory, we check how many unique traces VALG monitors (UTS(J")), and find the min
(UTSr,rl‘in) and max (UTS"‘;Z"‘) values among the three simulated runs:
Ns,1
UTsfli) = Z ]I[at(i).At = create A ot(i).Rt =1], UTs‘f;in = miin UTS(;) UT;";*‘X = max UT;;) (13)
=0

In other words, UTS(’;) is the number of time steps where the RL agent creates a monitor and receives
a positive reward, i.e., a unique trace is monitored. Then, we check UTl the total number of
unique traces in p and compute the lower bound LB(p) and upper bound UB(p) of unique traces
monitored. Lastly, we measure the impact SC(p) of algorithmic stochasticity on p as the absolute
difference between these two bounds:

ns|
UT;Otall = Z Z]I[T, =1], wherer, € S;;=[r,.... 7,1,
(s l>€{p £=0 (14)
Ssner, UTT" Zsner, UTH™
LB(p) = W, UB(p) = oo SC(p) = UB(p) - LB(p)

Figure 10 visualizes the results. There, the x-axis corresponds to projects, and the y-axis has two
values for the lower and upper bounds. Intuitively, a larger region between the lower and upper
bound y-values for a project reflects a greater impact of RL stochasticity. For 49 of 93 projects,
the impact of RL stochasticity is low (less than 12.3pp). So, many projects benefit from VALG
without suffering from the impact of RL stochasticity. But, among the other 44 projects algorithmic
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Fig. 12. Ratios of unique traces monitored by VALGT (line), D-UCB, and DS-TS (bars).

stochasticity impacts the ratio of unique traces monitored by 12.3pp on average, with a max of 87.4pp.
This swing is not always negative; we find that 42 projects have more unique traces monitored in
the second run than in the first one. For example, in ASM-NonClassloadingExtensions [26], VALG
monitors 11.4% of unique traces in one run, and monitors 98.8% of unique traces in another, even
though we simulate its runs on the same time series. We observe that the impact of stochasticity
reduces after hyperparameter tuning. We ran ASM-NonClassloadingExtensions three times with
online-tuned hyperparameters, and the impact of RL stochasticity dropped from 87.4pp to zero.
Running example. For the monitor-creation location on line 269 in Figure 1b, test non-determinism
impacts 44.1% of unique traces (2,224 inconsistent time steps out of 5,048 active time steps). Also,
stochasticity’s impact on monitored unique traces is up to 94.5pp; VALG monitors up to 94.5pp more
unique traces in one run than in another, even on the same time series.

4.5 RQ5: How do other RL algorithms (D-UCB and DS-TS) compare with VALG’s?

End-to-end time and profiling. VaLG] and VALGT are respectively 1.1x and 1.2x faster than D-UCB
on average. In the best case, they are 2.5x and 8.3x faster than D-UCB, respectively. Similarly, VaLgy
and VALGT are respectively 1.2x and 1x faster than DS-TS on average. In the best case, they are 3x
and 2.2x faster than DS-TS, respectively. In two projects with the largest absolute time differences,
VALGT takes 5.9 minutes where D-UCB takes 48.9 minutes, and VALGT takes 95.3 minutes where
DS-TS takes 103.6 minutes. Interestingly, our profiling of D-UCB and DS-TS shows that the choice
of RL algorithm influences the RL agent overheads. Figure 11 shows average profiling results per
project, computed as (Y7, ((x;/y;) * 100)) /n where x is the time spent in each component, y is
the project’s end-to-end execution time with RV, and n is the number of projects. We use the
same profiling procedure and time categories as in RQ2. The pink portions (“RL”) in D-UCB and
DS-TS are 5.9x and 34.2x larger than the one for VALG, respectively, showing how the choice of
RL algorithms impacts learning overhead. Also, the “Monitoring” portions are slightly smaller in
D-UCB and DS-TS than in VALG, but this reduction comes at the cost of monitoring fewer unique
traces than VALG, as discussed next.
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Unique traces monitored. The line in Figure 12 represents ratios of all unique traces monitored
by VaLg, and the two bars show ratios for D-UCB and DS-TS per project. VALG monitors equal
or more unique traces in 93.5% (86 of 93) and 95.7% (88 of 93) of projects than D-UCB and DS-TS,
respectively. On average, VALG monitors 74% of unique traces, while D-UCB and DS-TS monitor
55.3% and 50.4%, respectively. In the worst cases, D-UCB and DS-TS monitor only 11.6% and 1.3% of
unique traces in two projects where VALG monitors 92.6% and 95.5%. VALG misses unique traces, but
other RL algorithms miss even more. Theoretically, test non-determinism or RL stochasticity could
have impacted the ratios of monitored unique traces to some degree. But, D-UCB and DS-TS rarely
choose to create monitors based on their computed internal values, so VALG is likely to monitor
many more unique traces. Overall, using off-the-shelf RL algorithms is insufficient for RV; future
research can aim to design RL algorithms that are customized for RV.

Running example. For the JaroWinklerSimilarity project in Figure 1b, VALGJ and VALGT are 1.3x
faster than DS-TS. Compared with D-UCB, VALGJ is 1.1x faster, but VALGT is 1.2x slower. However,
this seemingly faster speed of D-UCB occurs because D-UCB misses many unique traces. For this
project, D-UCB and DS-TS only monitor 2.3% and 2.6% of unique traces while VALG monitors 63.5%.

5 Suggestions for Future Research

We discuss six potential directions for improving the use of RL to speed up RV.

(1) Reducing monitoring and event-signaling overheads. RQ1 shows that VALG is often still
much slower than running tests without RV. The components of VALG’s overhead that future work
should target first are its monitoring and event-signaling times. Speeding up VALG’s monitoring
could be achieved by reducing redundant traces that it monitors. To do so, one direction that
may be worth exploring is whether an approximately correct RV approach that selectively creates
partially-bound monitors (§4.2) would be faster while monitoring most unique traces that VALG
monitors. Also, to speed up event signaling, specialized data structures or RL-aware parametric
trace slicing algorithms [19] could be designed.

(2) Window-based value updates. RQ3 showed that VALG misses many unique traces in cases
where its estimated action rewards at each time step wrongly assumes that unique traces are
consecutive. This assumption allows VALG to be fast, but many missed unique traces show its
potential to miss violations. One future direction could be a window-based approach where RL
agents use observations from multiple time steps to update reward values. That way, an RL agent
may capture a unique trace that occurs after some redundant ones, and continue to choose create.
(3) Second-order selective monitoring. Most monitor-creation locations result in few unique
traces, and most unique traces come from a small subset of such locations. So, future work could
consider selective application of selective monitoring to only those locations with many unique
traces; other locations can create monitors at initial time steps and then disable monitor creation.
This approach could work well for both single program versions and during software evolution.
For single versions, work would first be needed to define and identify relevant program contexts
that RV can use to decide locations in which to perform selective monitoring. During software
evolution, RV could use traces from previous versions to make those decisions.

(4) Better heuristic convergence criterion. To further reduce redundant monitoring, future
work could exploit the three patterns we identify in §4.3 to design better convergence heuristics.
For example, disallowing convergence at initial time steps could prevent premature convergence to
create. Also, loosening the condition for ncreate could enable faster convergence to ncreate.

(5) Evaluation metrics. Future work could define custom metrics based on applying statistical
approaches across multiple runs to evaluate the use of RL to speed up RV. Doing so could help with
designing more effective RL algorithms for RV, e.g., those that can be adjusted on the fly based on
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test non-determinism. Such metrics could also help improve the evaluation of RV in the presence
of RL stochasticity.

(6) Custom RL algorithms. The results in RQ5, and the associated mini-survey in §3.4 suggest
that off-the-shelf RL algorithms alone are not sufficient for further improving the use of RL to
speed up RV. So, future work could investigate custom RL algorithms that are specialized for RV.
Better convergence heuristics and the proposed window-based value update strategy could be
incorporated in the design of such RL algorithms.

6 Threats to Validity

External Validity. Our results may not generalize beyond the projects that we evaluate. However,
using the same set of projects from prior work [47, 48] enables comparison with previously reported
results. We also add 35 projects that were not used in prior work on using RL to speed up RV. All
these projects have diverse program characteristics (see Table 1). Different results may be obtained
with different specs. But, the set of specs that we use is the largest available, and prior work [52, 53]
showed that the specs are more precise than automatically mined ones. We use Maven-based Java
open-source projects and developer-written tests. Results may be different for other programming
languages, build systems, or automatically-generated tests. We also study JAvAMOP, TRACEMOP,
and VALG. Other RV techniques exist and can have different outcomes. However, no other RV
technique was shown to scale for checking multiple specs at once in hundreds of open-source
projects. JAVAMOP is one of the most widely-cited tools in the RV community, and TRACEMOP and
VALG are implemented on top of JavaMOP.

Internal Validity. We write scripts and Maven extensions to automate our experiments and
implement two RL algorithms for evaluation. We publicly release all our scripts and code for
external validation. We extend TRACEMOP to obtain time series (§3.3). Our changes were reviewed by
TRACEMOP developers and we empirically check that they preserve the semantics of TRACEMOP’s
trace collection. In fact, the time-series collection can be disabled so that TRACEMOP’s running
time and collected traces are not affected.

7 Related Work

Machine learning and RV. RVPrio [61] trained machine learning classifiers using past violations,
for use in classifying future violations as true bugs or false alarms. But, RVPrio does not aim to
speed up RV. Rather, it aims to make debugging RV violations faster as manual debugging is time
consuming [52, 53]. Other learning-based techniques for RV include using conformal prediction [56],
BDD representation [63], Bayesian networks [39], deep neural networks [17], or Hidden Markov
Models [8, 63]. These approaches target production settings in very different domains (e.g., real-
time systems) or logics (e.g., signal temporal logic), than ours. In the opposite direction, RV was
applied to learning-based systems, including deep neural networks [32, 34, 82, 86] and autonomous
systems [3, 66, 88]. RTSA [50] is a safety assurance system for autopilots that activates a recovery
controller, a backup controller that keeps the aircraft within safety constraints in unsafe scenarios.
But, the recovery controller can reduce operational efficiency, so RTSA uses reinforcement learning
to learn an optimal strategy for switching to the recovery controller. RTSA cannot be applied to
testing in CI, where there is no notion of recovery controllers. VALG is designed for use during
testing, uses reinforcement learning to speed up RV by reducing redundancy, and is not specifically
designed for learning-based systems.

Selective monitoring. Over the past decades, researchers proposed approaches to speed up RV
via selective monitoring. Time-triggered RV [14, 15, 87] is a technique for production settings in
which RV only runs at fixed time intervals to keep aggregated overhead below a limit. QVM [4] and
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SMCO [37] are other RV techniques for production settings. These techniques adjust the rates of
monitor creation and event signaling to keep RV’s overhead under user-specified limits. In contrast,
VALG is designed for testing where RV does not have the long time span of production settings.
Also, unlike these prior approaches, VALG does not use a time budget, it speeds up RV by using RL
to reduce redundancy in monitored traces. The transformation approach proposed by Purandare et
al. [67] reduces redundant event signaling in loops, but it is more limited than VALG. First, unlike
VALG, their approach cannot reduce redundancy that is unrelated to loops, e.g., when a methods is
called from multiple tests. Also, the static analysis used in their approach has limited support for
exception handling and takes very long. VALG does not have these limitations and uses on-the-fly
feedback to decide what to monitor. Lastly, their approach has no publicly available tool, so we
could not compare it with VALG.

Other approaches for reducing RV overhead. Other approaches have been proposed to speed
up RV. Several techniques [10, 11, 29, 64, 75-78] tackle instrumentation time, which dominates
RV overhead in many projects [28]. VALG reduces monitoring overhead, so it is complementary to,
and can be combined with instrumentation-driven techniques. Evolution-aware RV [29, 54, 55, 89]
aims to reduce RV overhead during software evolution. It only monitors parts of code that are
affected by code changes. VALG is complementary and orthogonal with evolution-aware RV, as VALG
directly optimizes the RV, i.e., when running RV for single program versions. Other approaches
that reduce RV overhead include designing specialized data structures [21, 58, 68], defining new
algorithms [18, 19, 33, 43, 59, 60, 71], and ahead-of-time static analysis [7, 10, 12, 13, 22]. Many
of these data structures and algorithms target JAvaMOP, which VALG is based on. Also, VALG is
complementary to the static analysis approaches, but, these approaches do not have available tools
and it is not known if they scale for use during CL

Empirical studies of RV. Several studies helped to understand the effectiveness of RV for bug
finding [52, 53] and the main causes of RV’s runtime overhead [28]. Our study is partly inspired
by [28], but we seek to shed light on whether VAL still has high runtime overhead, and why. Also,
our work is specific to the application of RL for speeding up RV, and the insights that we find can
be the basis of future work in this direction.

8 Conclusion

Recent work proposed VALG to use reinforcement learning (RL) for speeding up RV. VaLG showed
promising results, but many questions were not answered about its current limits and how to
improve it further. This paper presents the first critical analysis of VALG. Our results unveil many
interesting findings and challenges, and we propose several potential directions for future work.

Data Availability

We publicly release all our scripts, data, and code at this GitHub repository: https://github.com/
SoftEngResearch/rl-rv-study
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